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ABSTRACT

Isolation between virtual machines in a cloud computing environment is an important security factor. The violation of
isolation between virtual machines leads to interferences of shared resources and the implementation of covert channels. In
this paper, the structure of Hyper-V hypervisor is analyzed to implement covert channels between virtual machines. Hyper-V
uses a mutex technique for mutual exclusion between virtual machines. It indicates that isolation of virtual machines is
violated and covert channels can be implemented due to mutex. We implemented several covert channels by designing a
method for searching mutex resources applicable to Hyper-V with complex architectures. The mutex-based covert channel is
not hardware dependent. If the covert channel is detected or defended, the defensive technique can be avoided by using the
other covert channel among several covert channels.
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Table 1. Measurement of error rate in noise environment

Noise Bandwidth Error rate
Download internet files 250bps 2%
Memory occupation 250bps 2%
Storage occupation 250bps 3%
CPU occupation 250bps 14%
Table 2. Communication speed measurement result according to system environment
CPU OS Bandwidth Error rate
Intel i7-9700K Windows 10 250bps 2%
Intel Xeon E3-1230 v3 Windows 10 250bps 6%
ADM Ryzen 7 2700 Windows Server 2016 250bps 5%
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